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This is an introductory course of modern cryptology with some emphasis on its mathematical foundation. This
course first gives necessary mathematical materials from algebra, number theory, probability theory, and
computation theory. Then, it gives cryptographic algorithms for confidentiality such as symmetric encryption
and asymmetric encryption. It also gives cryptographic algorithms for integrity such as digital signature,
cryptographic hash function and authentication.
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The goal of this course is to understand the schemes for symmetric key encryption, public key encryption, digital
signature, hashing, and authentication, and their introductory mathematical foundations.

3N Course description

FeHGm & REF O (Elementary number theory and algebra): Euclidean algorithm, Euler’s theorem, Group,
Ring, Field

Iamgdms 5 (Symmetric key encryption): DES, AES, Modes of operation

ANPGRS 75 (Public key encryption): RSA, ElGamal, Diffie-Hellman key exchange

T 4 VX IVE4 (Digital signature): RSA, EIGamal

s~ v = B3%% (Cryptographic hash function)

At —UFRE (Message authentication)

Hefi=E (78 - 18°%) %  Preparation / Review
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Students are required to read the textbook and solve exercises in the textbook.
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J. A. Buchmann, Introduction to Cryptography, 2" ed., 2004, Springer.
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